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1/ Technologies, Security and Privacy:
big data and web profiling
government surveillance

(activities in the public sphere citizens can directly affect)



  

2/ Technologies, Security and Democracy:
Censorship, Espionage

and Cyberwarfare
(activities we are less aware of/ involved in)



  

   commercial personal data collection
 + government surveillance

   Public surveillance

What is Privacy?
What's its impact on Democracy?



  

A – Web navigation

What happens behind your browser?



  

User/ Customer



  

User/ Customer Connectivity Provider



  

User/ Customer Connectivity Provider Service Provider



  

User/ Customer Service Provider



  

Web tracking serviceUser/ Customer Service Provider



  

Web visitor tracking technology

–  automatic logon
– session tracking

– persistent user information (preferences)



  

Users profiling
Advertisement

Market analysis
Web analytics
Web crawling

Why tracking?



  

/cookie/

Directive 2009/136/EC

– Session  (erased when browser is closed)
– Persistent (max 1y) 

– First party (same domain as visited page)
– Third party (outside first party domain)



  

Other techniques

Flash Cookies (Local shared objects 
– LSOs)

JavaScript tags

HTTP referral codes

Browser fingerprinting

Web bug, web beacon, tracking 
bug, page tag, +email

tracking pixel, pixel tag, 1×1 gif, 
clear gif

Unique Identifier Header 
(Verizon)



  

How to protect yourself

Do Not Track ON
Clear cookies

Email: no HTML
Browsers: use ad-hoc plugins



  

Why Bother?

1/ Persistence beyond single sessions

2/ Cross-site tracking from third-party cookies



  

Small demo

We'll use the Lightbeam browser plugin to see 
which sites are targeted during a web session

With and without the Ghostery browser plugin 



  

https://trackography.org

https://myshadow.org/trace-my-shadow

Project Tracking Media Websites tracking

https://trackography.org/
https://myshadow.org/trace-my-shadow


  

Government
Lawful interception and Data retention



  

Government Connectivity Provider Service Provider



  

DIRECTIVE 2006/24/EC
Telco Operators had to keep all metadata for each 

call or email access, including user location,
for 6-24 month.

declared invalid by ECJ  
(C-293/12 and C-594/12)

«interferes in a particularly serious manner with the 
fundamental rights to respect for private life and to the 

protection of personal data», «EU legislature has 
exceeded the limits imposed by compliance with the 

principle of proportionality»



  

B – Mobile phone tracking

What happens when you
switch your phone on?



  

Mobile Operator



  







  Mobile Operator 2Bob (UK)



  

Mobile Operator 1

Mobile Operator 2Bob



  

 Tobias Engel

Chaos Computer Club Congress 2014

Companies are now selling the ability to track your phone 
number wherever you go. With a precision of up to 50 meters, 

detailed movement profiles can be compiled by somebody from the 
other side of the world without you ever knowing about it. But that 

is just the tip of the iceberg.



  



  



  

https://s3.amazonaws.com/s3.documentcloud.org/documents/885760/1278-verint-product-list-engage-gi2-engage-pi2.pdf

https://www.techdirt.com/blog/wireless/articles/20131211/18183825538/us-israeli-security-company-selling-mobile-phone-surveillance-
products-to-agencies-around-world.shtml



  



  

C – Biometrics

What happens when
you upload a personal picture?



  

User/ Customer Service Provider



  

User/ Customer Service Provider



 



  

FR usage

● Law enforcement
● Passenger & Border processing
● Disaster victim identification 
● Voting systems
● Time attendance
● Computer systems biometric authentication
● Vending machines
● … 



  

FR in SNs



  



  

 Each scan report costs $75 US



  

User/ Customer Web Service ProviderSurveillance Cams



  

NGI searchable 
database includes 
«facial imaging, scars, 
marks, and tattoos» 
and has «room to 
accommodate future 
biometric technologies 
(i.e., voice, gait, etc.) 
as they become 
available and prove 
reliable» 

FBI Next Generation Identification



  

CBS news 60 minutes May 19, 2013 8:00 PM http://www.cbsnews.com/video/watch/?id=50147161n

http://www.cbsnews.com/video/watch/?id=50147161n




 

«You have zero privacy anyway. 
Get over it. » 

Scott McNealy, 
Sun Microsystems, 1999



  

Really?
Should we?



  

Thank you!

Questions?

alberto       cammozzo.com
http://cammozzo.com

Twitter: tagMeNot

http://cammozzo.com/

