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1/ Technologies, Security and Privacy:
big data and web profiling
government surveillance

(activities in the public sphere citizens can directly affect)



 

«You have zero privacy 
anyway. 

Get over it. » 

Scott McNealy, 
Sun Microsystems, 1999



  

Should we?



  

What is /Privacy/ ?



  



  

3 “Traditional” principles governing 
privacy in the US

Are they adeguate to “public surveillance”?



  

Principle 1: Protecting Privacy of Individuals 
Against Intrusive Government Agents

→ limiting government powers in the name of 
individual autonomy and liberty

“the net effect of computerization is that it is 
becoming much easier for record-keeping 
systems to affect people than for people to 

affect record-keeping systems.”
SEC’Y’S ADVISORY COMM. ON AUTOMATED PERS. DATA SYS., 

U.S. DEP’T OF HEALTH, EDUC. & WELFARE, RECORDS, COMPUTERS, 
AND THE RIGHTS OF CITIZENS (1973)

   (Nissenbaum 2004)



  

Principle 2: Restricting Access to Intimate, 
Sensitive, or Confidential Information

people are entitled to their secrets

Protecting “the private life, habits, acts, and 
relations of an individual.”

Samuel D. Warren & Louis D. Brandeis, 
The Right to Privacy , 4 H ARV . L. R EV . 193 (1890)

   (Nissenbaum 2004)



  

Principle 3: Curtailing Intrusions into Spaces or 
Spheres Deemed Private or Personal

sanctity of certain spaces or places

“The common law has always recognized a 
man’s house as his castle, impregnable, often, 
even to its own officers engaged in the execution 

of its commands.”
Samuel D. Warren & Louis D. Brandeis, 

The Right to Privacy , 4 H ARV . L. R EV . 193 (1890)

   (Nissenbaum 2004)



  

“Unlike those cases, however, public 
surveillance does not involve government agents 

seeking to  expand access to citizens; or 
collection or disclosure of sensitive, confidential, 

or personal information; or intrusion into spaces or 
spheres normally judged to be private or 

personal.”

   (Nissenbaum 2004)



  

The outcome: 

“the courts have ruled that there is no expectation 
of privacy in a public setting”

   (in Nissenbaum 2004)



  

But:

«Observing the texture of people’s lives, we find 
them not only crossing dichotomies, but moving 

about, into, and out of a plurality of distinct realms 
[contexts]. They are at home with families, they 

go to work, they seek medical care, visit friends, 
consult with psychiatrists, talk with lawyers, go 

to the bank, attend religious services, vote, 
shop, and more. »

   (Nissenbaum 2004)



  

«I posit two types of informational norms: norms 
of appropriateness, and norms of flow or

distribution. Contextual integrity is maintained  
when both types of norms are upheld, and it is 
violated when either of the norms is violated. »

   (Nissenbaum 2004)



  

1. «norms of appropriateness dictate what 
information about persons is appropriate, or 

fitting, to reveal in a particular context »

   (Nissenbaum 2004)

Appropriate |  not appropriate
behaviour for a given context



  

2.  «What matters is not only whether information 
is appropriate or inappropriate for a given context, 

but whether its distribution, or flow, respects 
contextual norms of information flow.»

   (Nissenbaum 2004)

Free choice, discretion, confidentiality



  

1. which information it is appropriate 
to disclose 

2. the flow of information between 
different parties 

 

{
   (from Nissenbaum 2004)

in  a given 
context,

PRIVACY is a set of social norms that regulate,



  

Private life

The Public

Places/
Spaces

Informations

Government

“Traditional” privacy

Data



  

Street context

Home context

“My own room” context

Work context

Medical Context

“Contextual” privacy

…



  

When [...] the availability of public records online, is 
viewed through the lens of contextual integrity, certain 
aspects of the change in placement from locally kept 
records (whether hardcopy or electronic) to Web-
accessible records, are highlighted in novel ways.
The change in placement, [...] is significant because it 
constitutes a breach of entrenched norms of flow. 
As such, it demands scrutiny in terms of values.

   (Nissenbaum 2004)



  

Example:

university or high school exam results



  

To avoid “under the counter” agreements
or partiality

1st principle: Transparency

“Exams should be public
Results should be public”



  

The exam should not be webcasted, nor exam 
results be available forever in web search engines

2nd principle: Privacy

“Results should be public for those attending to 
class or course, and held in public records”

(the appropriate context)



  

In this case, privacy norms 
restrict the scope 

of the transparency principle
and help to confine the circulation of information

in the appropriate context



  

The proportionality principle
Action should be:

/1/ legitimate 
/2/ suitabile and appropriate for the goal  
/3/ necessary: implying minimal sacrifice for 
competing interests
/4/ reasonable, proprtionate, quantitatively 
adequate in satisfying protected interests 
(sufficient but not excessive)

See: SVILUPPI RECENTI DEL PRINCIPIO DI PROPORZIONALITA’ NEL DIRITTO AMMINISTRATIVO ITALIANO 
Umberto Fantigrossi, Liuc Papers n. 220, 2008  on “Teoria dei tre gradini”: idoneità, necessarietà e adeguatezza



  

P.P.: articulable relationship between means and 
ends, specifically that the means chosen [...] be 

suitable or appropriate, and no more 
restrictive than necessary to achieve a lawful 

end.

the scrutiny as to whether the invasion of the 
fundamental right is as non-invasive as possible

Least restrictive means analysis (US)

Engle, Eric, The History of the General Principle of Proportionality: An Overview 
(July 7, 2009). 10 Dartmouth Law Journal 1-11 (2012).. Available at SSRN: 
http://ssrn.com/abstract=1431179

http://ssrn.com/abstract=1431179


  

2/ Technologies, Security and Democracy:
Censorship, Espionage

and Cyberwarfare
(activities we are less aware of/ involved in)



  

Censorship



  

DNS resolver“www.unipd.it”

child porn

User/ Customer

Internet Service provider
National firewall

147.162.235.155

“www.kat.ph”

Search engine

123.45.67.89

The Internet

78.138.99.144

123.45.67.89

123.45.67.8

123.45.67.89

opposition blogger

123.45.67.8independent 
journalist

log



  

Jan 2011 – Egypt: 
BGP routes 
withdrawal

March 2011 – Libya 
“warm standby mode”: 
Unique State ISP
First chokes traffic
Then withdraws 
BGP routes



  



  http://cyber.law.harvard.edu/filtering/google/results1.html

http://blogoscoped.com/archive/2003_09_04_index.html

 Zittrain, Jonathan; Edelman, Benjamin.
 "Localized Google search result exclusions: Statement of issues and call for data." 
Harvard Law School: Berkman Center for Internet & Society. October 22, 2002.

http://cyber.law.harvard.edu/filtering/google/results1.html
http://blogoscoped.com/archive/2003_09_04_index.html


  

2010 
Wikileaks “Cablegate”



  

Wikileaks shutdown attempts – Dec, 2010

DynDNS and Amazon AWS end support to Wikileaks.org

PayPal restricts account used by WikiLeaks due to a "violation of the 
PayPal Acceptable Use Policy"

Mastercard and Visa withdraw ability to make donations to WikiLeaks

Apple removes an unofficial WikiLeaks app from the iTunes App Store

Postfinance, the Swiss postal system, shuts Assange's bank accounts

 French minister Eric Besson warns Internet providers of "consequences" 
for those helping to keep WikiLeaks online

US access to Wikileaks banned in selected locations (eg Library of 
congress)

DDOS attacks ...



  

Espionage





  

Edward Snowden,
June 2013



  

1. data collection

● International fiberoptic exchanges interception (voice & data)
STORMBREW OAKSTAR BLARNEY FAIRVIEW TEMPORA SOCIALIST RAMPART-A

● Infiltrations and/or cooperation with ICT industry

Microsoft, Yahoo, Google, Facebook, PalTalk, AOL, Skype, 
YouTube, Apple 
PRISM, MUSCULAR Xkeyscore, SCISSORS, BOUNDLESS INFORMANT 

● US Phone conversations metatdata collection 

Verizon, AT&T e Sprint Nextel
MAINWAY, STELLARWIND
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2. Targeted operations

● Interception: 
– Embassies (38), Government offices (Fr), media (Al Jazeera), 

– Foreign political leaders and head of State (Br, Mx, De), 

– International organizations (ONU, IAEA, UE? – tramite Belgacom)
DROPMIRE, SOCIALIST

● Computer intrusion with viruses and malware
GENIE, T.A.O.

● Attack to anonimyzing products such as Tor
(EgotisticalGiraffe).



  

3. Targeting infrastructures

● Weakening standard encryption standards
– "Differential Workfactor Cryptography" (Lotus Notes)

– Dual_EC_DRBG standard: (RSA)
BULLRUN, EDGEHILL, Sigint Enabling

→ Computer security uprooting 
– Also on proprietary products: Crypto AG,  Windows 



  



  

4. opaque juridical framework

● FISA (Foreign Intelligence Surveillance Act) 
● Foreign Intelligence Surveillance Court

– Blanket legal approvation [?]

– Warrantless intercepts

● NSA letters with nondisclosure provisions: recipient can't 
divulge the content of the order.



  

NSA surveillance on EU data

● Abuse of bilateral agreements 
– PNR (Passenger Name Record)

– TFTP (Terrorist Finance Tracking Program) agreement
intra-EU financial transaction information to the US

– Safe Harbour

– Council of Europe's Budapest Convention on Cybercrime transborder access to stored 
computer data

● Cooperative intelligence activities with UE governments 
(eg RAMPART-A started 1992)

● Covert intelligence activities = spying 
(eg SOCIALIST)



UE response (so far)



  

UE response so far

4 July 2013 – European Parliament 
“Resolution on the US NSA surveillance programme, surveillance bodies in various Member States and 
their impact on EU citizens' privacy” → LIBE Inquiry on electronic mass surveillance of EU citizens 

21 February 2014 – LIBE Report  “Protecting fundamental rights in a digital age”

12 March 2014 – European Parliament 
“Resolution on the US NSA surveillance programme, surveillance bodies in various Member States and 
their impact on EU citizens’ fundamental rights and on transatlantic cooperation in Justice and 
Home Affairs”

Procedures 2013/2682(RSP), 2013/2188(INI)



  

EP resolution of 12 March 2014

● “compelling evidence of the existence of far-reaching, complex and highly technologically advanced 
systems designed by US and some Member States' intelligence services to collect, store and analyse 
communication data, including content data, location data and metadata of all citizens around the 
world, on an unprecedented scale and in an indiscriminate and non-suspicion-based manner;”

● “trust has been profoundly shaken: trust between the two transatlantic partners, trust between 
citizens and their governments, trust in the functioning of democratic institutions on both sides of the 
Atlantic, trust in the respect of the rule of law, and trust in the security of IT services and 
communication”

● “data collection of such magnitude leaves considerable doubts as to whether these actions are guided 
only by the fight against terrorism, since it involves the collection of all possible data of all citizens; 
points, therefore, to the possible existence of other purposes including political and economic 
espionage, which need to be comprehensively dispelled”

● “secret laws and courts violate the rule of law”



  

EP resolution Priority Plan
A European Digital Habeas Corpus

1. Adopt the Data Protection Package in 2014;

2. Conclude the EU-US Umbrella Agreement guaranteeing the fundamental right of citizens to privacy and data 
protection and ensuring proper redress mechanisms for EU citizens, including in the event of data transfers 
from the EU to the US for law enforcement purposes;

3. Suspend Safe Harbour until a full review has been conducted and current loopholes are remedied, making 
sure that transfers of personal data for commercial purposes from the Union to the US can only take place in 
compliance with the highest EU standards;

4. Suspend the TFTP agreement until [...]

5. Evaluate any agreement, mechanism or exchange with third countries involving personal data in order to 
ensure that the right to privacy and to the protection of personal data is not violated due to surveillance 
activities, and take necessary follow-up actions;

6. Protect the rule of law and the fundamental rights of EU citizens, (including from threats to the freedom of 
the press), the right of the public to receive impartial information and professional confidentiality (including 
lawyer-client relations), as well as ensuring enhanced protection for whistleblowers;



  

Cyberwarfare (Cyberterrorism)



 

Jan 2010: Stuxnet worm infects PC globally, 
targeting Iran's Plutonium programme, 

making Siemens enrichment turbines fail



 

htt p: // spe ctrum
. iee e.o rg /t el ecom

/s ecur it y/ th e-rea l-
story-of -stux net
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Privacy is important for democracy



  

Privacy is a fundamental human right, and is central to the 
maintenance of democratic societies. It is essential to human 

dignity and it reinforces other rights, such as freedom of expression 
and information, and freedom of association, and is recognised 

under international human rights law.

Communications Surveillance interferes with the right to privacy 
among a number of other human rights. As a result, it may only be 

justified when it is prescribed by law, necessary to achieve a 
legitimate aim, and proportionate to the aim pursued.

https://necessaryandproportionate.org/

May 2014 – International Principles on the Application of 
Human Rights to Communications Surveillance

https://necessaryandproportionate.org/


  

Autonomy Authority

« We are not fully ourselves if too many of our decisions 
are not taken by us, but by agents, automata, or superiors. 

On the other side, sometimes it is our duty, our moral duty 
if you like, to accept authority» 

Joseph Raz "The Problem of Authority: Revisiting the Service 
Conception", 2006



  

« Sometimes –for example, on the scene of an accident– coordination, 
which in the circumstances requires recognizing someone as being in 
charge of the rescue, is essential if lives are to be saved.  

We must yield to the authority, where there is someone capable of 
playing this role.
There are in the political sphere many less dramatic analogues of 
such situations, where a substantial good is at stake, a good that we 
have moral reasons to secure for ourselves and for others but that can in 
the circumstances be best secured by yielding to a coordinating authority.
These cases justify giving up deciding for oneself, and pose no threat 
to the authenticity of one's life, or to one's ability to lead a self-reliant and 
self-fulfilling life. »

Joseph Raz "The Problem of Authority: Revisiting the Service 
Conception", 2006



  

Security principle in our society tends to prevail 
on other principles, such as free speech, 

autonomy, …

“For your security...”
“To save lives...”



  

Democracy comes also from the preservation of 
social context integrity, that is, privacy.



  

Yet, deliberative democracy requires more than 
shoppers; it demands speakers and listeners.

[...]
when widespread and secret surveillance
becomes the norm, the act of speaking or 

listening takes on a different social meaning.

Paul M. Schwartz, Privacy and Democracy in Cyberspace, 52 
V AND . L. R EV . 1607 (1999)



  

Thank you!

Questions?

alberto       cammozzo.com
http://cammozzo.com

Twitter: tagMeNot

http://cammozzo.com/


  

Additional slides



  

UE & Cybercrime











  

Cybercrime: “broad range of different criminal activities where 
computers and information systems are involved either as a 

primary tool or as a primary target. 
Cybercrime comprises:

– traditional offences: fraud, forgery, identity theft
– content-related offences: on-line distribution of child pornography 

or incitement to racial hatred
– offences unique to computers and information systems: attacks 

against information systems, denial of service and malware”



  

STRATEGIC PRIORITIES AND ACTIONS

● Achieving cyber resilience
● Drastically reducing cybercrime
● Developing cyberdefence policy and capabilities related to the 

Common Security and Defence Policy (CSDP)
● Develop the industrial and technological resources for 

cybersecurity
● Establish a coherent international cyberspace policy for the 

European Union and promote core EU values



  

● ENISA European Network and Information Security Agency (114 TFEU): 
– CERT   (Computer Emergency Response Team)

– CII (critical information infrastructures) Protection & Resilience 

– Identity & Trust (consumer & payments)

– Risk Management (Threat Landscape)

● Europol European Cybercrime Centre (EC3): 
– Payment Fraud

– High-Tech Crimes

– Child Sexual Exploitation

– Cyber Intelligence

● EDA 
– Cyber defence project [?]

● EUROJUST, CEPOL

Actors involved



  

Budapest convention on Cybercrime

● Council of Europe's Budapest Convention on Cybercrime
– Total number of signatures not followed by ratifications: 8 

(incl GR, IR, SW)

– Total number of ratifications/accessions: 45  
(incl. USA, Australia, Japan)



  

● UE & US: prohibit blanket mass surveillance activities
● asks the Commission for the suspension of the TFTP Agreement;
● react to concerns that three of the major computerised reservation systems used by airlines worldwide are based in the US and that PNR data 

are saved in cloud systems operating on US soil under US law, which lacks data protection adequacy
● “Safe Harbour principles do not provide adequate protection for EU citizens”  & “Commission has failed to act to remedy the well-known

deficiencies of the current implementation of Safe Harbour”
● accelerate their work on the whole Data Protection Package (Data Protection Regulation and the Data Protection Directive) to allow for its 

adoption in 2014
● 'privacy by design' and 'privacy by default' are a strengthening of data protection and should have the status of guidelines (esp. ‘Big Data’ and 

new applications such as the ‘Internet of Things’)
● development of European clouds and IT solutions as an essential elemen
● EP may only consent to TTIP agreement provided the agreement fully respects, inter alia, the fundamental rights recognised
● oversight of intelligence activities by parliamentarians or expert bodies with legal powers to investigate
● threats to the freedom of the press and the chilling effect on journalists of intimidation by state authorities, in particular as regards the 

protection of confidentiality of journalistic sources
● European whistleblower protection programme,

EP resolution of 12 March 2014


