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11 maggio

1/ Il cittadino digitale: conservazione dei dati relativi al traffico
Internet

2/ Il consumatore digitale, big data e la platform economy
3/ web tracking: cos'e, a cosa serve, come fermarlo. | cookies.

4/ pseudonimato, obfuscation e altri rimedi
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Smartphone,
Tablet + SIM

Laptop + ADSL
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The Internet Mapping Project
https://www.flickr.com/photos/kevinkelly/3390479096/in/album-72157613562011932/
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Art. 123 DLGS 196/2003 Dati relativi al traffico

1. | dati relativi al traffico riguardanti abbonati ed

utenti trattati dal fornitore di una rete pubblica di

comunicazioni o di un servizio di comunicazione

elettronica accessibile al pubblico sono cancellati

O resi anonimi quando non sono piu necessari al
fini della trasmissione della comunicazione

elettronica, fatte salve le disposizioni del commi
2 (fatturazione), 3 (commercializzazione con

consenso) [...]
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Art. 132. Conservazione di dati di traffico per
finalita di accertamento e repressione dei reati

« 24 mesi: dati sul traffico telefonico (31/12/2016)*
« 30 gg: dati sulle chiamate senza risposta (31/12/2016)*

« 1 anno: dati sul traffico telematico, (esclusi i contenuti) (31/12/2016)*
con decreto motivato del pubblico ministero anche su istanza del difensore dell'imputato,
della persona sottoposta alle indagini, della persona offesa e delle altre parti private.

Il Ministro dell'interno e [...] possono ordinare, anche in relazione alle eventuali richieste
avanzate da autorita investigative straniere, [...] di conservare e proteggere i dati per un
periodo non superiore a hovanta giorni, prorogabile non oltre i sei mesi

(31/12/2016)* Deroga per il “decreto antiterrorismo” D.L. 7/2015



Garante Privacy
Recepimento normativo in tema di dati di traffico

telefonico e telematico - 24 luglio 2008

CHI:

| soggetti che realizzano esclusivamente, o prevalentemente, una trasmissione di segnal
su reti di comunicazioni elettroniche, a prescindere dall'assetto proprietario della rete, e
che offrono servizi a utenti finali secondo il principio di non discriminazione

COME.:
gestione separata, protetti con tecniche crittografiche, strong authentication,
cancellazione immediata, audit log, incaricati specifici, ...

COSA va registrato (“esclusi i contenuti”):
I'accesso alla rete Internet;
la posta elettronica,
| fax (nonché i messaggi sms e mms) via Internet;
la telefonia via Internet (cd. Voice over Internet Protocol-VolP).

http.//www.garanteprivacy.it/web/guest/home/docweb/-/docweb-display/docweb/1538237
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Figura 11. Esempio file di log societa Telecom ltalia.

http://www.carabinieri.it/editoria/rassegna-dell-arma/anno-2012/n-1---gennaio-marzo/studi/attivit%C3%A0-investigativa-in-internet




DIRECTIVE 2006/24/EC (data retention)
Telco Operators dovevano conservare tutti |
metadati per ogni chiamata o accesso email,

Inclusa la localizzazione dell'utente, per 6-24 mesi

Dichiarata invalida dalla ECJ

(C-293/12 and C-594/12)
«interferes in a particularly serious manner with the
fundamental rights to respect for private life and to the
protection of personal data»

«EU legislature has exceeded the limits imposed by
compliance with the principle of proportionality»
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Di cosa vivono le piattaforme?



Facebook — World’s leading Social Networking Site (SNS)

Key Partners

Key Activities

Platform
Development

Data Center
Operations Mgmt

Value Propositions

Connect with your
friends,
Discover & Learn,
Express yourself

Relationships

Same-side
Network Effects

Customer Segments

Internet Users

Content Partners
(TV Shows,
Movies, Music, Key Resources Channels
News Articles) Fasabok Website,
Platform Personalized and Mobile Apps "
Social Experiences, Beveidpets
Technology Social Distribution,
Infrastructure Payments
Developer Tools
and APls
Cost Structure Revenue Strea
Data center Marketing and Research and Payment
costs Sales Development Eres Revenues
General and
Administrative

www.businessmodelgeneration.com

https://businessmodelinnovationmatters.files.wordpress.com/2012/04/facebook-business-model2.png
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Google Business Model

Key Partners

Distribution
Partners

Key Activities

R&D - Build New
Products, Improve
Existing products

Manage Massive IT
Infrastructure

Key Resources

Datacenters

IPs, Brand

Value Propositions

Web Search, Gmail,
Google+

Targeted Ads using
Adwords (CPC)

Extend Ad campaigns
using Adsense

Display Advertising
Mgmt Services

Hosted web-based

Google Apps

Relationships

Automation (where
possible)

Dedicated Sales for
large accounts

Channels

Global Sales and
Support Teams

Multi-product Sales
force

Customer Segments

Internet Users

Advertisers,
Ad Agencies

Google Network
Members

Cost Structure

Traffic Acquisition
Costs

Data center
operations

R&D Costs (mainly

personnel)

S&M, G&A

Revenue Streams

Ad Revenues —
Google websites

Enterprise Product
Sales

Ad Revenues —
Google n/w websites

Free

www.businessmodelgeneration.com

https://businessmodelinnovationmatters.files.wordpress.com/2012/04/google-business-model.png




Global Online Ad Spending Vs Total Ad Spending
2011 2012 2013 2014 2015

17.2% % 17.5% % 12.7% % 12.9%% 10.2% %

@ Online Ad Spending (in Billions)
@S Total Ad Spending {in Billions)
@ Online Ad Spending (Growth Percentage)

http://www.go-gulf.com/wp-content/themes/go-gulf/blog/online-advertising.jpg



Come funziona l'online advertising?
(sommariamente!)

1/ Publisher (Internet platform): vende lo spazio
2/ Ad Exchange: intermediario
3/ Advertiser: I'inserzionista della pubblicita
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@he Washington Post

Politics

Obama has aggressive Internet strategy to woo supporters

o When a user visits Obama's campaign site, Advertising site
his or her browser submits information to more
- than a dozen cutside companies, such as
aaublectici.net and fastelick net. Those L
companies track the user to other sites.

e If that persan later clicks on To, . Aw v B4 @Fd

another site, companies that Shp e X% ol w oall

| have relationships with both . e P e ®
sites will track that e, s ——
information. i

Ohama campalgn

| £y ads could then show
| up on the page,

targetad to the
user in hopes of
drawing him or
her back ta the
Obama site.

https://www.washingtonpost.com/politics/2012/04/06/glQAecUI0S_graphic.html
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11 maggio

1/ Il cittadino digitale: conservazione dei dati relativi al traffico
Internet

2/ Il consumatore digitale, big data e la platform economy
3/ web tracking: cos'e, a cosa serve, come fermarlo. | cookies.

4/ obfuscation e altri rimedi: multipli indirizzi mail



Come fanno Advertisers e Pubishers
a riconoscere un utente di ritorno e tracciarlo?

Prevalentemente con | cookies



Email |dent|ty
Provider

Social |dentity,
Network session

Search
- 0 = Engine

cookie
“dfc28309-f030-4b31-8b59-d52bb51cf1f4”

Website

User/ Customer ISP Service Provider



Web visitor tracking technology

— automatic logon
— session tracking
— persistent user information (preferenze)



Perche il tracking?

Users profiling

Advertisement
Market analysis
Web analytics

Web crawling



Cookies set by this page

/cookie/

L ;o

Allowed Blocked

The following cookies were set when you viewed this page:

—

~ [9 answers.yahoo.com

Directive 2009/136/EC i ~ £3 Cookies

answers

-

answers-session

— Session (erased when browser is closed)
— Persistent (max 1y) : SR

Remove
¥
- - - - E
— First party (same domain as visited page) y  Name: answers3
— Third party (outside first party domain) 7 Content: il6imVuliwiY3MiOiJuzXcLCIhdcisimFuc3dlcils
Domain: .answers.yahoo.com

i|

E Path: /

1 send for: Any kind of connection

17 Created: Friday, January 24, 2014 at 5:52:07 PM
Expires: Saturday, January 24, 2015 at 5:52:07 PM

Close

_ L

I ——



Other technigques

Flash Cookies (Local shared objects \Web bug, web beacon, tracking
— LSOs) bug, page tag, +email

Javascript tags tracking pixel, pixel tag, 1x1 gif,

clear gif
HTTP referral codes

Unique Identifier Header

Browser fingerprinting (Verizon)



Come proteggersi
Browser options:
Do Not Track ON

Clear cookies
Email: no HTML

Browsers: use ad-hoc plugins



Perche e importante?

1/ Persistenza oltre la singola sessione

2/ Cross-site tracking da cookies di terze parti
(ads, analytics, ...)



Demo

Useremo Il plugin Lightbeam per vedere quali siti
vengono consultati durante una sessione

¢ ~ Lightbeam

for Firefox

Q Con e senza Il plugin Ghostery




Project Tracking Media Websites tracking

https://trackography.org

https://myshadow.org/trace-my-shadow


https://trackography.org/
https://myshadow.org/trace-my-shadow

Email Identity
' Provider
E """""""SeSS|0n .
eees ‘ ~ |
| Ad Exchange Social Identity
- Network session
- Search session
] - Engine
. ~ session . . Website .

User/ Customer ISP Advertiser Internet Platform



Email |dent|ty
: Provider
session . .
- Website
000

Social ~ Search
Network EnNgine

- Internet Platform
A o

Ad Exchange

session . Magistrato,
- Autorita investigative

User/ Customer ISP Advertiser
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pseudonimato

* Anonimato

- Non devo esporre un nome
* Pseudonimato

- Espongo piu identita a seconda dei contesti
 Real Identity Policy

- Obbigo ad usare una sola identita



#nymwars

Google o

Google+ Profile Names Policy

Names and Google+

Google+ makes connecting with people on the web more like connecting with people in the real world. It's recommended
that you go by your first and last name because it will help you connect with people you know and help them find you.

Thi= oolicy annlies only to onnled nrnfiles Soooledt nrnfiles are for indivicdoals 1 von want o e ocinlaed to renirees ant



faCEbook Q Search the Help Center

it Help Center English
Get Started on Facebook Facebook's Name PD“CY
o ~ What names are allowed on Facebook?
rivacy
Personal Accounts
Security

Facebook is a community where people use their real identities. We require everyone
Timeline to provide their real names, so you always know who you're connecting with. This
helps keep our community safe.

News Feed
Mames can't include:

Sharing

= Symbols, numbers, unusual capitalization, repeating characters or punctuation
Messaging )

= Characters from multiple languages
Connecting = Titles of any kind (ex: professional, religious, etc)
Facehbook Mobile = Words, phrases, or nicknames in place of a middle name

= Offensive or suggestive content of any kind
Popular Features

Pages Other things to keep in mind:

Ads & Sponsored Stories = The name you use should be your real name as it would be listed on your



db

My name is danah boyd and
I'm a Senior Researcher at
Microsoft Research, a
Research Assistant Professor
in Media, Culture, and
Communication at Mew York
University, a Visting
Researcher at Harvard Law
School, and an Adjunct
Associate Professor at the
University of Mew South
Wales. | received my PhD
from the School of Information
at UC-Berkeley. | spend 1/3 of
my time in Cambridge, MA,
173 in New York, NY, and 1/3
in the air. Buzzwords in my
wiarld include: oublic/orivate

« Designing for Social Morms (or How Mot to Create Angry Mobs)

making connections where none proviously sxisted

The Unintended Consequences of Obsessing Over Consequences
jor why to support youth risk-taking) »

“Real Names” Policies Are an Abuse of Power

Everyone's abuzz with the “nymwars,” mostly in response to Google Plus' decision to enforce its “real names” policy. At first,
Google Plus went on a deleting spree, killing off accounts that vicolated its policy. When the community reacted with outrage, Google
Plus leaders tried to calm the anger by detailing their “new and improved” mechanism to enforce “real names” (without Killing off
accounts). This only sparked increased discussion about the value of pseudonymity. Dozens of blog posts have popped up with
people expressing their support for pseudonymity and explaining their reasons. One of the posts, by Kirrily "Skud” Robert included a
list of explanations that came from peocple she polled, including:

-

-

L

“I am a high school teacher, privacy is of the utmost importance.”

“l have used this name/account in a work context, my entire family know this name and my friends know this name. It enables me to
participate online without being subject to harassment that at one point in time lead to my employer having to change their number so
that calls could get through.”

“I do not feel safe using my real name online as | have had people track me down from my online presence and had coworkers invade
my private life.”

“I've been stalked. I'm a rape survivor. | am a government employee that is prohibited from using my IRL."

“As a former victim of stalking that impacted my family I've used [my nickname] online for about 7 years.”

“[this name] is a pseudonym | use to protect myself. My web site can be rather controversial and it has been used against me once.”
“I started using [this name] to have at least a little layer of anonymity between me and people who act inappropriately/criminally. |
think the “real names” policy hurts women in particular.

“I enjoy being part of a global and open conversation, but | don't wish for my opinions to offend conservative and religious people |
know or am related to. Also | don't want my husband's Govt career impacted by his opinionated wife, or for his staff to feel in any way
uncomfortable because of my views."

“I have privacy concemns for being stalked in the past. I'm not going to change my name for a googlet page. The price | might pay isn't



OBFUSCATION
A USER'S GUIDE

FOR PRIVACY AND PROTEST

Finn Brunton | Helen Nissenbaur

A USER’S GUIDE
FOR PRIVACY AND PROTEST
Finn Brunton

Helen Nissenbaum
2015

production of noise modeled on
an existing signal in order to make
a collection of data more
ambiguous, confusing, harder to
exploit, more difficult to act on,
and therefore less valuable.



Esempi

TrackMeNot: inquinare la ricerche deil motori con false ricerche
AdNauseam, plug-in, clicca tutte le pubblicita

Vortex: scambio cookies

Facebook bayesian flooding (Ludlow)

FaceCloak plugin: condividi alcuni dati con Fb, altri solo con
altre persone con lo stesso plugin

M-x spook In Emacs: NSA food (dal 1987)



Email:
» Address Tagging
user+tag@example.com)
Esempio: alberto+alitalla@gmail.com

* Mail usa e getta:
https://mailinator.com/


mailto:user+tag@example.com
mailto:alberto+alitalia@gmail.com

Blended 11 e 12 maggio

1) reperimento e lettura di cookies nel proprio browser, Stampa-
schermo 1. Cancellazione dei cookies. Stampa-schermo 2. Postare |
due file con “carica file”.

2) installazione di plugin per escludere il tracking: lightbeam e
ghostery, [eventualmente anche adblock].

Navigare per qualche ora. Registrare gli effetti dei plugin.
Stampare la schermata di lightbeam alla fine della navigazione, con e
senza la protezione di ghostery.

Postare le due schermate con “carica file”, commentare nel forum



