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Face recognition is an HOT topic



  



  



  



  



  



  



  



  



  

ReIdentification from faces
 Alessandro Acquisti @Blackhat 2011

http://www.heinz.cmu.edu/~acquisti/facerecognitionstudyFAQ/



  

And so on...

 

  @DontTag 

for updates on
#faceRecognition
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What is “Face Recognition”?

{ Facial | face }   { recognition | processing }

1) Face detection

2) Face matching

3) Identity association

4) Face identification or verification



  

Detection

● Detects sex, age, mood
● Intentions recognition
● NO facial feature or 

template storing

● Digital Cameras
● Digital signage/ 

DOOH (billboards)
● Privacy protection 

● Google streetview 
blurring

● Human rights 
activists cameras



  

Matching

● Matches the same face 
appearing in different 
pictures

● Stores features 
or templates unique 
to each face

● Surveillance CCTV 
systems

● Facial search engine on 
public/private pictures
● Face.com
● Google Picasa
● Facebook tag suggestion
● Astonishing Tribe 

Recognizr (unreleased)



  

store and match 
activities

matching  scope
face signature 

generation initiative
Examples

 joint

unrestricted access to 
storage provider data by default none known so far

restricted to user data
by default

Facebook tag suggestion, 
Google Picasa face matching

initiated by user none known so far

 disjoint

unrestricted access to 
publicly available data

initiated by third party Google (unreleased)

restricted by user's 
credentials

initiated by user

Face.com photo tagger,
PittPatt.com (acquired by G)
Viewdle Social Camera,
Astonishing Tribe Recognizr 
(unreleased) 

Taxonomy of FR matching in SNs



  

Identity Association

● Links personal data 
to reference face 
template

= enrollment

● Enrollment:
● Overt/Covert
● Cooperative/

noncooperative

● Social networks: tagging 
● Tagging

● Self
● By others

● Automatic tag suggestions



  

Identity Verification

● Match a face against a 
reference template 
linked to identity 
information

● Access control
● Time attendance
● Border processing
● Police Offender Recognition
● Casinos: problem gamblers 

identification
● VIP lists
● PC webcam login



  

+ features storage

+ enrolment

+ unique identity
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What are the main issues?

1. Unintended use 

2. Data retention

3. Context  puncturing/leakage

4. Information asymmetry



  

1. Unintended use

[e.g.

Your graduation party pictures available to recruiters]

unauthorized secondary use [Smith, Milberg, Burke 
1996]

function creep [Woodward 1997]

identity theft



  

2. Data retention



  

3. Context leakage
● Nissenbaum 2004 “contextual integrity”

Almost everything happens in a context not only of place but of politics, 
convention, and cultural expectation.

Norms of appropriateness dictate what information about persons is 
appropriate [...] to reveal in a particular context

Common practices are understood to reflect norms of appropriateness and 
flow, and breaches of these norms are held to be violations of privacy.

● Public places are contexts of anonymity! 
Nobody wears a name tag in public.



  

3. Information asymmetry

● Pagallo 2008 

In new surveillance technologies the controller has access 
to information about the controlled that the controlled 
himself ignores

● Pictures taken in public and stored in public 
repositories can be used for reidentification and 
even verification

● False positives may lead to reputation damage
● Interoperability of FR systems (template exchange)
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Design



  

Fashion
Anrealage http://www.superfuture.com/supertalk/showthread.php?t=273378



  

Makeup



  

Hacktivism:
IR CCTV blinding

http://whereismydata.wordpress.com/2008/07/27/irusedtodefeatcctv/

http://whereismydata.wordpress.com/2008/07/27/ir-used-to-defeat-cctv/


  

Surgery



  

Technological responses 
(privacy by design)

●  [Erkin et al., 2009]: 
Store/match decoupling: hide the biometric data as well as the 
authentication result from the server that performs the matching

● [Newton, Sweeney, and Malin, 2005] 
image deidentification: deidentifying algorithm that makes 
identification ineffective while preserving most facial details in the 
pictures

● [Boult, 2006] 
encryption: encrypt biometric tokens (such as face template) hiding 
user's identity and allowing token revocation
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Conclusions

● Privacy Chernobyl scenario: 
Disjoint and unrestricted FR by default.
Can lead to ubiquitous identification and 
surveillance by anyone [Rosen 2011]

● Is privacy by design adopted in SN face recognition 
applications?

Joint face matching could be restricted to user data and 
initiated by user, but neither Google nor FB followed 
this approach (FR by default on all pictures)



  

Thank you

Alberto        cammozzo.com
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